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Eclipse Foundation is One of the World's Largest Open Source Organizations
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Eclipse Foundation is the best
place for consuming and
developing secure Open Source

Software



Why Open Source Security Matters?

ALL MODERN DIGITAL
Maven Central / Java Ecosystem INFRASTRUCTURE

79%

of professionals working
with 0SS find
maintaining security
policies or compliance
challenging

12%

downloads served
has a known security
vulnerability

A PROTECT SOME
RANDOM PERSON
IN NEBRASKA HAS
BEEN THANKLESSLY
MAINTAINING
SINCE 2003 2024 State of Open Source Report

(—) (OpenLogic, 0Sl, Eclipse Foundation)
hittp: clipse, 024,
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NATIONAL
https://xkcd.com/2347/ CYBERSECURITY

150,000
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STRATEGY

100,000 MARCH 2023
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2019 2020 2021 2022 2023

Malicious packages discovered For safer & more secure
digital products

#DigitalEU #CyberSecEU
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https://www.sonatype.com/state-of-the-software-supply-chain/open-source-supply-and-demand
https://newsroom.eclipse.org/news/announcements/2024-state-open-source-report-now-available
https://xkcd.com/2347/

The OpenSSF Alpha-Omega project is backing our initiative to kickstart this effort

We embody their vision of what an Open Source Software Foundation should do
ECLIPSE
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Dedicated Team

Leading Board Level Priority driving Culture
for the Entire :

Partner SeEITzl o Processes, and

Solutions
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Eclipse Foundation Security Overview

Members and PrOJects Dashboard / Control Plane
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SOURCE THREATS BUILD THREATS
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DEPENDENCY THREATS
SOURCE THREATS DEPENDENCY THREATS BUILD THREATS
A Submit unauthorized change D Use compromised dependency E Compromise build process
B Compromise source repo F Upload modified package
C Build from modified source G Compromise package registry

H Use compromised package
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https://slsa.dev/
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Vulnerability Management

Source

Producer

https://slsa.dev.
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https://slsa.dev/

Enforcing MFA for developers 000
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Scorecard: how it started

Histogram of Branch-Protection
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https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/
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https://mikael.barbero.tech/blog/post/eclipsefdn-scorecard-aug2022/

Taming the Octocat, at our scale!

200+

GitHub Organizations...
and counting!

2000+

GitHub Repositories...
and counting!
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...how it's going!

ece MIETE < @ @ @& github.com/eclipse-csiotterdog G ¢ M +
[ cciipse-csifotterdog: OtterDog is a tool to managy ions at scale using a confi code approach. It i actively used by the Eclipse Foundation to manage its numerous projects hosted on GitHub.
. ! .
O eclipse-csi / otterdog [ Q Type 7 to search | £ ] | E =)

<> Code ( Issues 11 Pullrequests @) Discussions  ® Actions [0 Wiki @ Security | Insights & Settings

@otterdog (2 edtpins - | (@umwaten @ - | (¥ Fok @ [ - [ & serea ® [ - )

P 2Branches © 5Tags [ Q Gotofile @] [ Add file ~ ] About @

OtterDog is a tool to manage GitHub
o netomi fix: use pagination when retrieving all branches of arepo v 791105 - 1hour ago ) 681 Commits organizations at scale using a
onfi ion as code app . Itis
B8 _github/workflows churn: support none as version fragment to increase last month actively used by the Eclipse Foundation
to manage its numerous projects hosted
B8 docker churn: fix license header 3 weeks ago N 9 L
on GitHub.
B docs feat: support private vulnerability reporting (#205) last month & onindog ora
B examples Use std function for example default config. 10 months ago
B otterdog fix: use pagination when retrieving all branches of a repo 1 hour ago i e S G
B tests Scoped commands (#215) 2 weeks ago
o [ Readme
.dockerignore churn: generate static content using vite (#207) last month
o ¢ i s a8 EPL-2.0 license
0O .flakes Fix flake issues with tests folder, add tests to inspection. last year @ Code of conduct
. N B ~ A Activity
O .gitignore churn: generate static content using vite (#207) last month
BE Custom properties
[ .pre-commit-config.yam! churn: update dash hook 3 weeks ago ¢ 5stars
[ .readthedocs.yam! churn: update build for readthedocs 2 months ago @ 4 watching
% 2forks
[ CHANGELOG.md fix: use pagination when retrieving all branches of a repo 1 hour ago N
Report repository
[ CODE_OF_CONDUCT.md ‘Add code of conduct 3 months ago
)

https://qithub.com/eclipse-csi/otterdog
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https://github.com/eclipse-csi/otterdog

...how it's going! 000

QO @ otterdog.eclipse.org/index @ e h + ©

{8 otterdog Dashboard - Dashboard | Eclipse Foundation

= Home & Login
Dashboard Home / Dashboard

@ Dashboard
All Projects

GitHub Organizations Open Pull Requ Merged Pull Requests Total Repositories Active Repositories Archived Repositories

4 _,,_I 820 1793 1640 153

@ Query

PROJECTS

Moreinfo © More info @

0 Factor Enforcem: Secret Scanning Dependabot Branch Protections
&% automotive

i dt 100.0% enforced 99.0% with alert or 92.2% with alert or 43.2% enabled
& ecd Mot roquired MR onforced protection updates M ot protected I protected

I disabled alert mode B disabled alerts
I protection mode I security updates

ivate Vulnerability Repol
ot

& science < 13.2% enabled

&% adoptium

&% eclipse
i eedj
&% foundation-internal

o ot

&% modeling

&% oniro

&% polarsys

disabled I enabled
&% technology

&% tools

g

583 webtools

https://qithub.com/eclipse-csi/otterdo
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https://github.com/eclipse-csi/otterdog

Vulnerability Management

a Security Handbook Developer  Vulnerability Management ~ References Q ©

Section Navigation

Best Practices Related to Embargoes

Security Advisories

A > Vulnerability Management > Best...

Best Practices Related to g Sec;rity Handbook Developer Vulnerability Management References

Embargoes
Section Navigation

This document presents recommendations on handling embargoes by E
Foundation projects. In general, projects should adhere to the Eclipse = Best Practices Related to Embargoes
Foundation Vulnerability Reporting Policy; this document provides addit | security Advisories

guidelines and best practices when handling embargoes. Each project r
decide to act differently if the situation, and security of their users, requ
this.

Readers of this document should be familiar with terms and definitions (
Eclipse Foundation Development Process and the Eclipse Foundation

Vulnerability Reporting Process. Please review them if needed.

What is an embargo?

An embargo is a term used to name the period of time from the moment
vulnerability is disclosed to the vendor, to the moment it is made public
announce of the CVE number (Common Vulnerabilities Enumeration), a

"

A > Vulnerability Management > Security Advisories

Security Advisories

Security advisories allow projects to communicate security information to
users. They contain a description of a vulnerability (or a class of
vulnerabilities) and solutions to follow. They usually contain information on
which versions of the product are affected and which ones contain a fix; they
mention possible workarounds if available.

This document presents recommendations on handling advisories by Eclipse
Foundation projects. In general, projects should adhere to the Eclipse
guidelines and best practices. Each project might decide to act differently if
the situation, and security of their users, requires this.

Readers of this document should be familiar with terms and definitions of the
Eclipse Foundation Development Process and the Eclipse Foundation

Vulnerability Reporting Process. Please review them if needed.

What is the difference between a CVE
entrv.and a securitv advisorv?

i=On this page

What is the difference between
a CVE entry and a security
advisory?

Process

Pre-advisories and advisories
without fixes

Reference content
Technical means
Standard formats

Frequently asked question

# Edit on GitHub

B Show Source

https://eclipse-csi.github.io/security-handbook
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https://eclipse-csi.github.io/security-handbook

Vulnerability Management

36 5 22 172

Portfolio Vulnerabilities Projects at Risk Vulnerable Components Inherited Risk Score

~ o
[

A A

Project Name # n & Classifier § LastBOMImport § BOMFormat % RiskScore § Active § Policy Violations  Vulnerabilities
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Security Features

Source Threats Mitigations

Build Threats Mitigations

Dependencies Threats Mitigations

Enhanced Developer Identity Verification
Implement Multi-factor Authentication to ensure
secure code access
Enforce Cryptographic Commit Signing to verify
integrity and origin of code

Code Audits by Independent Third Parties

o In-depth reviews of codebase
In-house security expertise

Reposnory Configuration Policies — OtterDog
Branch Protection rules to safeguard against
unauthorized changes
Mandate Code Reviews to enhance code quality
and security
Strict vetting of Third-Party integration to ensure
compliance with security policies

Secrets Protection
Adopt a Zero Trust approach to minimize insider
threats
Proactive Leak Scanning to detect and address
potential exposures early

Proactive Vulnerability Management

o Facilitate communication between vulnerability
reporters and developers
CVE Numbering Authority
Training, Material, and Support for responsible and
coordinated vulnerability disclosure processes

Enhanced CI/CD Security: on secured, dedicated
infrastructure and on third-party CI/CD services
o Conduct comprehensive audits of CI/CD pipelines
o Leverage support from a Release Engineering team
for best practices
o Generate software provenance records compliant
with SLSA standards
Achievable Reproducible Builds
Provide guidelines and support for consistent build
processes
Strengthened Infrastructure Security
Continuous monitoring to evaluate external security
threats
Intrusion detection systems to identify potential
breaches
Digital Signature Solutions
Support for platform-specific digital signatures
Efficient certificate management processes
Robust Package Management: Integrate and support
third-party package registries for broader software
distribution
o Also maintain an on-premises, security-enhanced
package registry

Automated SBOM Generation: Facilitate the creation
of Software Bill of Materials (SBOMs) to improve
transparency and tracking of all software
components.

Policy Compliance Scans in CI/CD Pipelines

o License Compliance: Ensure all dependencies
comply with legal and regulatory license
requirements.

o Vulnerability Detection: Identify and mitigate
security vulnerabilities within dependencies.

o Malicious Dependency Detection: Screen for and
prevent the inclusion of compromised or malicious
dependencies.

Ongoing Vulnerability Monitoring: Continuously
monitor dependencies in existing releases for newly
discovered vulnerabilities, ensuring long-term
security and compliance.

Proactive Harmful Dependency Prevention: Utilize
caching proxies for external repositories, integrated
with a dependency firewall, to proactively block the
use of harmful dependencies, enhancing security

and reliability
(ECLIPSE
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Regulatory Compliance Assistance

o Simplify and Optimize Compliance Adherence

o Assist in understanding and documenting project compliance with policy
requirements, provide attestations where required

o Continuous tracking and monitoring of progress in meeting policy requirements
o Automate alerts to address any lapses in regulatory obligations

e Focusing on Key Regulations

o EU’s Cyber Resilience Act (CRA), focusing on Annex I's requirements
o US's M-22-18, directed by Executive Order (EO) 14028

o Active Engagement in Public Policy

o In Brussels and Washington, D.C.
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About Membership

OPEN REGULATORY
COMPLIANCE
WORKING GROUP_

Key Stakeholders From Industry and Open Source
Communities Are Collaborating to Support Compliance
With Government Regulations, Ensuring The Continued

. ~=.. Use and Advancement of Open Source Through the

Software Supply Chain.

Get Involved Learn More

https://orcwg.org

Participate Participation and bership FAQ

ECLIPSE


https://orcwg.org

Eclipse Foundation Security Benefits

¢ Mitigate Risks in Open Source Collaboration and Consumption

o Reduce the regulatory risks associated with collaborating on and relying upon
open source projects

e Help Developers Provide more secure open source projects

o Have team of security professionals guide and help projects with services, tools
and expertise.

o Simplify Compliance Adherence

o Ease the complexity of adhering to regulatory requirements with expert
guidance and tools

(ECLIPSE
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Eclipse Foundation is the leading
Foundation providing security as a
first class service to developers,
projects, and members



