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@bagder

I will tell you how things really are

for Open Source projects today
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I side with the users
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curl

a 160 lines toy in 1996

170,000 lines internet infrastructure in 2024

one full-time employee, thousands of contributors

more than 20,000,000,000 installations

Open Source

@bagder
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curl runs in all your devices



Open Source

every developer knows about Open Source 

every developer uses Open Source

many developers participate in Open Source

every software project uses Open Source

lots of Open Source remains underfunded

@bagder



Open Source issues

2006: Debian OpenSSL random

2014: heartbleed

2021: log4shell

2024: xz backdoor

@bagder



Open Source issues
@bagder

These issues were found quickly

They were addressed quickly

They were managed in public

Addressed with the greatest transparency possible

Open Source works

The big problems were mostly elsewhere



Open Source supply chain
@bagder

Without a relationship, am I your supplier ?

or is it just a hobby?

Maybe it is time you decide which one it is?
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Vulnerabilities
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security vulnerabilities in Open Source

everyone has them

mostly identified by their CVE identifiers



CVE
@bagder

Common Vulnerabilities and Exposures

Managed by MITRE

A bug identifier really

Anyone can request a CVE Id for any product



CVE
@bagder

Okay, maybe not entirely true but let’s back up a little



CVE
@bagder

CVE identifiers are given out on request

If there is no CNA “owning” the target product

there are no blockers



CVE
@bagder

Person P thinks product Y has a flaw

registers a CVE

the people doing Y has no idea

no one asks or tells the people behind Y

P makes the CVE public



Meanwhile... NVD
@bagder

In another end of the galaxy

The National Vulnerability Database - NVD

Imports all CVEs

Sets CVSS scores

(until recently when this has crumbled)



NVSS scoring
@bagder

Common Vulnerability Scoring System

Calculation is subjective

How is the product used

One user vs a billion users

Users only use a subset of the code

The curl project sticks to L, M, H, C for this reason



NVD
@bagder

Look, a new CVE for product Y

sounds horrible

assume worst case

no time nor skill to understand the issue

9.8 surely



NVD in recent days
@bagder

has not managed to keep up

seems to be degrading



NVD replacements
@bagder

A CVE volume explosion

Other ways to “spice up” CVEs will follow

Authorized Data Publishers (ADPs)



Vulnerability scanners
@bagder

A popular software category

Imports all CVEs and their metadata

scans systems for known vulnerabilities

“look this system runs product Y”



Vulnerability scanner users
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mandated to address all issues rated above 
N without M business days



“Vulnerable” user
@bagder

“I better remove or replace product Y”



“Vulnerable” user
@bagder

“I remove curl.exe from my Windows 10”



nooooooooo
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No remedies
@bagder

MITRE: “it might be security issue, will not remove”

NVD: “if MITRE thinks it is a security issue, then we do as 
well. We might re-evaluate the scoring”

Project owners: crying

End users: crying



Block this at the source
@bagder

How to prevent invalid CVEs to get filed?

Become a CNA and “own” your products

At 400 CNAs and counting

No, this does not scale

Yes, this only fixes our problems - not the system



curl is a CNA
@bagder

Since end of 2023

To block crap from poisoning our well

To better control severity

The jury is still out



Open Source scale
@bagder

There are millions of open source projects

Many are likely to have a security problem or two



Open Source scale
@bagder

curl and Linux kernel:

one CVE per 13,000 lines of code per year



Making your Open Source robust
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Follow best practices

Don’t just plan to, do it



curl practices
@bagder

2FA required
Review all changes
Readable code
Add more tests and more CI
Use fuzzers, analyzers, bug-bounty
No binary blobs
Reproducible builds
Signed commits
Signed releases (tarballs)
Signed tags
Fix vulnerabilities quickly



Better than...?
@bagder

Few proprietary products are even close



AI for security in 2024

AI does not save us

AI fools researchers think they found problems

AI assisted reports take longer to debunk

AI is an added burden for maintainers

@bagder



AI
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AI
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Future?
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Open Source projects will report more CVEs

Everyone wants to be a CNA

CVSS remains problematic

Multiple scores?

CRAaaaaaaargh!

@bagder
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Thank you!

Questions?

@bagder


