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Daniel Liszka & Miguel Martinez, Chainloop
Tuesday September  24, 2024 

the good, the bad, and the ugly
SBOMs that you can trust
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https://bitnami.com
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https://bitnami.com
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2014 OpenSSL Heartbleed 

➔ Hundreds of Bitnami Apps updated from source 

and delivered to major cloud marketplaces

➔ In less than 10 hours
➔ Everything tested: unit, functional, security

➔ Across many different platforms

➔ Open Source License Compliance
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☆ if you like what we do, give our GitHub chainloop-dev/chainloop a star :) ☆ 

[bit.ly/addoc8]

Daniel

                          Miguel Martinez
co-founder at Chainloop. 10+ years designing, 

implementing and operating Software Supply Chain 

automation at Bitnami/VMware. The IT-crowd fan

                         Daniel Liszka
co-founder and Chainloop maintainer, previously 

Engineering at Bitnami and Product at VMware.

Dad, previously traveller, biker, and skier ;)

Hi 👋
We Breathe Automation

Miguel

https://github.com/chainloop-dev/chainloop
https://bit.ly/addoc8
https://github.com/migmartri
https://twitter.com/migmartri
https://www.linkedin.com/in/martineztrivino/
https://github.com/danlishka
https://twitter.com/danlishka
https://www.linkedin.com/in/danlishka/
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Agenda: Trustworthy SBOM 

➔ What does it mean?

➔ How can we achieve it? 

➔ Demos: SBOM collection, signing, storage and 

analysis; SBOM Quality Control Gates, SBOM 

sharing, Vulnerability Management

➔ Where can you go from here?
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Yet another CI/CD pipeline
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Security/Compliance hello world

Compliance team

➔ Approved OSS licenses

Platform/SRE team

➔ Visibility / Alerting

Security team

➔ Vulnerabilities management
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Software Supply Chain Metadata is the 
bedrock

Any piece of context of what 
and how software is built in your 

organization

SBOMs, QA tests/reports, CVE scans, VEX, 
legal/security/architecture reviews, etc.
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Source: Wikipedia

Standardised, machine-readable, 
list of ingredients* for your 

software

* packages, licenses etc.

Software Bill Of Materials is a canonical example

https://en.wikipedia.org/wiki/Nutrition_facts_label#/media/File:US_Nutritional_Fact_Label_2.svg
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Developers
➔ Take care of choosing, implementing and maintaining tools and services
➔ Good starting point but whatʼs next?

DevSecOps to the rescue
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SBOM Trust

Whatʼs trust?
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Whatʼs trust?

➔ Can I uniquely identify an SBOM?

➔ Will it be available when I need it?

➔ Can I trust that the content has not 

been tampered with?

➔ How was it built, from whom or where 

does it come from?

➔ Is it complete and consistent?

➔ Does it even exist?
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An SBOM that you canʼt trust is useless 

and in fact dangerous 🚨… 

…we need our SBOMs to be uniquely 

identifiable, unforgeable, complete and 

available 
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Core components
➔ Decentralized storage

➔ Content Addressable Storage

➔ Attestations

➔ Contracts / Policies

Distribution

Generation

Building the Trust Layer - Pattern
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An SBOMs are yet another 
artifact assembled in your SSC 
 
➔ They must meet the highest security 

posture.

➔ They can get compromised too.

Where to start?

Source: https://slsa.dev

https://slsa.dev/
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Where to start?

Source: https://slsa.dev

“Any software can introduce vulnerabilities 

into a supply chain[…] itʼs critical to 

already have checks and best practices in 

place to guarantee artifact integrity, that 
the source code youʼre relying on is the 
code youʼre actually using[…]ˮ

There is a framework for 
this - slsa.dev

https://slsa.dev/
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Building the Trust Layer - Attestations

“A software attestation is an authenticated statement (metadata) about a software 

artifact or collection of software artifacts …  a generalization of raw artifact/code 
signingˮ ~ slsa.dev

https://slsa.dev/
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Attestations will wrap SBOMs 

with additional information and 

a signature to enable integrity 
and provenance verifications.

Building the Trust Layer - Attestations

Distribution

Generation
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Content-Addressable Storage CAS) is a system that organizes and retrieves data based on 
the data's content, rather than its location or name, ensuring data integrity and 

immutability

Building the Trust Layer - CAS
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Stored SBOMs will be unique, 

identifiable and integrity 
verifiable

Building the Trust Layer - CAS

Distribution

Generation
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SBOMs that you can trust in identity, integrity and origin

Implementation
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Implementation

Your Software Supply Chain Metadata is scattered across silos, inconsistent, 
optional, and not enforced

It does not scale org-wide
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Security/Compliance hello world

Compliance team

➔ Approved OSS licenses

Platform/SRE team

➔ Visibility / Alerting

Security team

➔ Vulnerabilities management
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Security/Compliance posture ++

Compliance team

➔ Approved OSS licenses
➔ SOC 2, ISO 27001, …

Platform/SRE team

➔ Visibility / Alerting

Security team

➔ Vulnerabilities management
➔ Provenance information (build 

system)
➔ SLSA 3 (integrity)
➔ Operationalize SBOMs
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Chainloop is an Open 

Source Evidence Store

for your Software Supply 

Chain metadata, SBOMs, 

VEX, SARIF files and more  

github.com/chainloop-dev/chainloop

Trusted Supply Chain Metadata
Chainloop 

https://github.com/chainloop-dev/chainloop
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Contracts are declarative requirements of the pieces of 

evidence a development team needs to provide
schemaVersion: v1

materials:

  - type: ARTIFACT

    name: binary

    output: true

  - type: SBOM_CYCLONEDX_JSON

    name: sbom

runner:

  type: "GITHUB_ACTION"

Enforcement and Validation



© 2024                              | github.com/chainloop-dev/chainloop   |  37

Federated Content-Addressable Storage (CAS) works across backends enabling advanced 

routing for replication, geolocation, retention rules, …

Availability
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github.com/chainloop-dev/chainloop

SBOMs that you can trust, on 

identity, integrity and origin. Also 

storage compliant and enforced 

Trusted Supply Chain Metadata - Chainloop

Distribution

Generation

https://github.com/chainloop-dev/chainloop
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Use Cases Examples
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You can try this at home
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Chainloop Evidence Store
SBOM Use-Cases 
➔ SBOM collection, signing, storage and analysis 

➔ SBOM Quality Gates

➔ Control Gates

➔ Vulnerability Management

➔ SBOM Sharing
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Centralised, enforced, collection, signing, storage and 
analysis of SBOMS
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Setup, collection and storage
1. Collect CycloneDX SBOM from 

GitHub

2. Wrap it in in-toto attestation

3. Store it in  Azure Blob Storage and 

OCI registry

4. Send it to

a. Dependency-Track

b. guacsec/guac

Centralized SBOM management
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Centralized SBOM management

https://github.com/chainloop-dev/chainloop

With Chainloop
● Enforced but with minimal 

friction to developers

● Clear separation of 

concerns

○ SecOps Tooling

○ Dev practices

● Get visibility on progress

● BYO tools/CI/PKI/Storage

https://github.com/chainloop-dev/chainloop
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SecOps 1 - Storage and Analysis
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Contracts are declarative requirements of the pieces of evidence a development team 

needs to provide

SecOps 2 - Enforcement and Validation

schemaVersion: v1

materials:

  - type: ARTIFACT

    name: binary

    output: true

  - type: SBOM_CYCLONEDX_JSON

    name: sbom

runner:

  type: "GITHUB_ACTION"
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An attestation is the process of 

collecting pieces of evidence 

(metadata), securing it, and 

sending it to Chainloop control 

plane

export CHAINLOOP_TOKEN=asd...

$ chainloop attestation init

$ chainloop attestation add --name 
binary --value 
spring-petclinic-3.2.0-SNAPSHOT.jar

$ chainloop attestation add --name 
sbom --value sbom-cyclonedx.json

$ chainloop attestation push

https://docs.chainloop.dev/getting-started/attestation-crafting

Developers

https://docs.chainloop.dev/getting-started/attestation-crafting
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Developers
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Result stored and analyzed
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Visibility on adoption
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Pluggable

 

https://docs.chainloop.dev/guides/ejbca/
https://docs.chainloop.dev/guides/signserver/

Bring your own tools

- Software Attestations

- PKI solutions

- Content Addressable storage

- Policy Engine

https://docs.chainloop.dev/guides/ejbca/
https://docs.chainloop.dev/guides/signserver/
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Problem: SBOM quality is immeasurable, inconsistent or non existing

SBOM Quality Control Gates
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SBOM Quality 
properties

- NTIA / TR03183

- Freshness

- Generator check

- Spec version

- Signed SBOM

- …

https://www.ntia.gov/page/software-bill-materials
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03183/BSI-TR-03183-2.html
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SBOM Quality Gate

Chainloop policies written in Rego

https://docs.chainloop.dev/reference/policies

https://www.openpolicyagent.org/docs/latest/policy-language

https://docs.chainloop.dev/reference/policies
https://www.openpolicyagent.org/docs/latest/policy-language/
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SBOM Quality Gate
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Problem: How to contextualize SBOMs and Vex Files

Vulnerability Management
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Vulnerability mgmt: VEX  SBOM files

VEX+

Dependency Track
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Vulnerability mgmt: VEX  SBOM files
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Vulnerability mgmt: VEX  SBOM files
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Problem: Automated tamper resistant, authenticated, controlled 
SBOM sharing

Sharing SBOMs
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Sharing SBOMs

Manual, custom-made processes
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Sharing SBOMs

- https://docs.chainloop.dev/reference/operator/cas-backend

- 1 https://github.com/CycloneDX/transparency-exchange-api

- Integrity - Signed/Attested SBOM

- Availability - Federated 

Content-Addressable Storage (CAS)  

- Authorization - Artifact RBAC

- Discoverability (IPFs? TEA? [1])

- Accessibility (Sharepoint)

https://docs.chainloop.dev/reference/operator/cas-backend/
https://github.com/CycloneDX/transparency-exchange-api
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Sharing SBOMs
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Problem: how to programmatically make decisions in different steps 
of SDLC

Control Gates 
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Control Gates 

End Of Life EOL

Block With Confidence 
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A screenshot from Chainloop trust hub, showing a 
graph with nodes about release, docs, codeql and git 
commit 
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SBOMS are just one example of metadata, see SARIF, CSAF, …

And more….
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Metadata Trust

metadata gathering for SOC2, ISO27001, …

Automated Trust

Metadata 
SBOM, VEX discovery

Control Gates

Sharing SBOMs

Continuous Assurance

Continuous Compliance

Foundation for future use-cases
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Remember - You can try this at home



Find us in Slack

- @migmartri, @danliska

chainloop-dev/chainloop

☆ if you like what we do, give our GitHub chainloop-dev/chainloop a star :) ☆ 

Thank you

https://join.slack.com/t/chainloop-community/shared_invite/zt-2k34dvx3r-u85uGP_KiLC6ic5Wy4aRnQ
https://github.com/chainloop-dev/chainloop
https://github.com/chainloop-dev/chainloop

