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Continuity &
Investments

Strategies &
Policies

Risk- and Incident
Management

Management systems for
Cyber Security, Compliance

Secure Architecture & Design
IT/OT-& software

Cyber Secutiy Implementation &
Development

Management level

Governance

Technology

The Cyber Security



The Liquid Modernity
Zygmunt Bauman
1925 (Poznan, Poland) - 2017 (Leeds, UK)

”In the liquid modern world, success is
no longer measured by the amount of
property we own, but by our ability to
adapt and change...”    (2000)
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Bild 4

JA0 Bauman was born in Poland in 1925 and lived through World War II. During the war, he served in
the Soviet-controlled Polish First Army and fought against Nazi Germany.
3.
Bauman was a committed Marxist during his early years, but he later abandoned Marxist ideologies and shifted towards a broader sociological perspective, influenced by thinkers such as
Max Weber and Michel Foucault.
Johanna Parikka Altenstedt; 2024-06-11T21:44:21.754



The Risk
Based Approach

2024-10-01 JOHANNA PARIKKA ALTENSTEDT CYBER SECURITY AFRY

According to Bauman, freedom is not simply
about evading risks, but rather about accepting
the responsibility of managing them. With the
increasing complexity and interconnectedness of our
lives, it is no longer feasible or desirable to entirely
avoid risks.

Instead, success lies in understanding and
confronting these risks head-on. It requires us to be
proactive in our decision-making, anticipating
potential challenges and taking calculated risks.
Embracing this mindset allows us to maintain agency
over our practice and promotes resilience.



The Rulings melt and solidify fast

Traditional law is melting
– part of it is still solid

but soon to liquify

Soft law – difficult to
know its form, radio or

purpose

Through case law (courts)
the soft law can be

restructured into a new
form, new ratio, new
purpose and new use,

with the same old
substance
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Traditional Law and Soft Law in the Cyber Security

THE WHAT (solid) THE HOW (liquid)
The legal frame (EU & national)     The branch praxis (sectors)
The case law (the courts)              The standards & certifications (tech & mgmt)
The regulations (EU & authorities)  The guidelines (supervisory authorities)
The doctrine The doctrine (universities, researchers)
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Let´s connect some dots and show where the
lawyers need to be part of the team!
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The Cyber
Threats



The Swedish Security Police and the
Military Intelligence report regurlarly.

2024 there are three major antagonist states
conducting hybrid war – directly and through
proxy in the Middle East.

2024-10-01 JOHANNA PARIKKA ALTENSTEDT CYBER SECURITY AFRY

The Antagonistic Cyber Threats
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The Physical
Cyber Threats
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The
Assesment of
Cyber
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The
Assessment
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Practice”
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EXAMPLE

Deficiencies in
current server room

— Escape doors that provide direct access

— Doors always open

— Uncertainty about fire protection

— Window accessible via the escape stairs

— No alarm

— There are operator stations that should not be
in server rooms
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The
Technical
maturity
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The regulations for new technology solutions in 2024 are normally old after
three to six months due the fast development of technology.
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SKILLED STAFF SECURITY CULTURE &
CYBER HYGIENE

APPLICABILITY &
COMPLIANCE TECHNICAL SOLUTIONS

Governance, Responsibility
& Compliance in Security
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1. Analysis based on the risk perspective -
external risks and risk/vulnerability within
the own operations.

2. Development of a systematic way of working
in cyber security and a management system
for that, including training and exercises.

3. Board and management team support for
better accountability and relevant
organizational design.

Moments when lawyers are needed
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